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MDM Guide

* Welcome to the MDM setup guide for Android devices. Please be aware there are many variations
of Android devices and these instructions may not display the exact screens of your specific
device.

* Please be aware that your android device needs to be on Android 10.0 or higher to be able to

enroll.

* |fyou are restoring a new device from a back-up of a previous phone, make sure you remove the

MDM Control before creating back-up. Failure to do so may result in issues with the profile

incorrectly being moved from the old device to the new. You need to re-enroll your new device

from scratch and not by importing your profile from the old device.

e |f you encounter any issues, please stop and contact the helpdesk. We will schedule a support call.




MDM Removal

The following steps are for REMOVING MDM to re-enroll a device.

If you are setting up your profile for the first time on this device,

Please Skip to Page 8




MDM Removal

1. Open the MaaS360 App on

your device.




MDM Removal

2. In MaaS360, Go to Settings Sy

NOTE: This may be on a different SR S e

page under MaaS360. You may

need to swipe or left to find this

icon.




MDM Removal

3.

In Settings, Click on the
3 dots stacked in the top

right Corner.

From that drop-down

choose Remove MDM

Control.

@ Compliance Status

[y Enforced Policies
] My Device
ﬁ Passcode

* Launcher Settings

=

Downloads

Eé Required Permissions

—)

‘ Remove MDM Control |

MaaS360 Account

6 Compliance

Update Device Data
[% Enforced Pc

Send Logs
(] My Device
Corporate Support
0
4~ Passcode Whait's New

[, Launcher Se Legal Notices
 Downloads

Eé, Required Permissions
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Device control Media output

o Android System ~
Work profile deleted

Your work profile is no longer

available on this device

5. Once you choose Remove MDM

Control, you will get a prompt to

Information

confirm removal. Click Yes.

If you disable MaaS360 as the

Device Administrator, your IT |BM MaaS360

Administrator will no longer be % Notification settings

able to manage this device. Also, MaaS360 de-registration in progress. It

YOlLmAYiB oniger pebacoesia may take up to 2 minutes or more for the
Corporate Resources. Are you sure P —
you want to proceed? g plete.

CANCEL

6. Asa result, you may see this

message from MaaS360 as the

profile is being removed.
7. You may also receive an Android
System notification letting you

know it has completed

successfully.
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MDM Enrollment

The following steps are for enrolling your device in

State Industrial’s MDM.




MDM Enrollment e St

1. Open your favorite web browser Android Device Support
on your device

2. In the address/search bar type: 2B Android Device Guides
http://help.stateindustrial.com Use the folowing resorroes t enfoll your new

device, swap from an old device, or set up
Multi-Factor Authentication (MFA).

3. You will see the mobile

Device Enroliment Guide (PDF)
help.stateindustrial.com website. evics Swap Guide (PDF)
You will be automatically VIFA Setup Video (YouTube)

redirected to the Android Device

%4 Additional Resources

SUp pO rt Pa ge . For company resources like StaHub, Outloak,
and password management, please return to
4. Tap on the Enroll Device button to ihe main Help Center

|
continue.

il
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http://help.stateindustrial.com/

) © % N 56./ 90%m 2:44

o5 e3.m.dm/instru & \

MDM Enrollment

1. You are now at the ), [t

) app from Google Play re to
your corporate resou

enrollment page.

Install MaaS360 app from Google Play

Store
Use the link below to be redirected to
. e a S e a p O n ns a O Google Play Store and download
Ma 60 ann

Install

continue.

Configure MaaS360 App

Launch & configure MaaS:
access to your corporate r

Configure
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MDM Enrollment

1. You will be re-directed

1l r
to install MAAS360 MaaS360" &3

by IBM

from the Google store.

Install MaaS360 app from Google Play

o be redirected to

MaaS360 MDM for Android Google P d download
MaaS360 aaS360 app

ﬁ Everyone Install

INSTALL
Configure MaaS360 App
Launch & configure MaaS360 to get
access to vour (‘l’\l’ﬂ(f)l'ate resources.
Configure

Business Similar

Tap on Install.

2. Once install is

complete, return to

the browser and select

Conflgu re. MaaS360 is the first cloud-based MDM solution

that supports Android devices.

READ MORE

Lo
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MDM Enrollment S

Add Device
1 i E nte r yo u r Work em a | | : ELnjzurPidemI% below to get access to your corporate
(salescode @stateindustrial.com OR Email Address
Corporate ID sip

jdoe@stateindustrial.com)

2. Please be aware your username is not
your email. It is the same credentials you
use in StaHub: sales code for externals,
short name for internals.

3. Tap on Continue.



mailto:salescode@stateindustrial.com
mailto:jdoe@stateindustrial.com

AQeEm R %5 of 44%E 11:03 AM

MDM Enrollment

1. Enter your StaHub credentials and

Authenticate

Provide your corporate credentials

o Jsername
password, then tap on Continue. ]
Domain sip
° o_: ”
(Domain should be “sip”) S ®
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MDM Enrollment

Steps
1 Ta p O n Conti n ue This device enroliment process will configure your device for

corporate access

Step 1: Accept Terms
Step 2: Setup Administrator Access

Step 3: Complete Additional Configuration
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MDM Enrollment

Accept Terms

1. Check the | Have Read LICENSE INFORMATION

The Programs listed below are licensed under the
following License Information terms and

d nd ACCE pt the TermS, conditions in addition to the Program license
terms previously agreed to by Client and IBM. If

. Client does not have previously agreed to license

an d ta p on Cont| nue. terms in effect for the Program, the International
License Agreement for Non-Warranted Programs
(£125-5589-05) applies.

Program Name (Program Number):
IBM MaaS360 Mobile Device (TOOL

The following standard terms a nsee's
use of the Program.

Limited Use Program
This Proaram is supplied onlv for use with Named

bd | have read and accept the terms

Need help?
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MDM Enrollment IBM MaaS360

Configure Go Account
. d a Google Account needs
1 . Ta p on Cont| N ue’ to to be configured on the de lick Continue to Proceed

Android Enterprise Wo
continue enroliment

Send Logs
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IBM MaaS360

MDM Enrollment

Configure Google Account

Configuring Google Account on the device

enrollment is almost
completed. You will be
moved to the MAAS360
app to continue.

2. This may take a few
seconds to minutes to
show up, please just

wait.

Send Logs
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Set up a work profile 5 =
Cre ati n _ , Data in your work profile is Work apps are kept in your : o
g One device, two different profiles visible to your IT admin work prof"e ELN b %

Between your work and personal profiles,

[ ]
WO rk P rOfI Ie every app stays separate. This means that

the IT team can never touch anything that

you keep personal.

1. Newer Android

Balance your work and life
Pause your work apps when you're done

Devices will have

for the day.
a secondary
screen toset up Q
the work profile
o : ‘ QOAQ

2. Hit “Agree”
3.  Hit “Next”

o2
®

4. This will create a
second tab in your
App Drawer for

your work-related

To continue, agree to the

Apps

Setting up your work profile... Personal

£ tate’

Since 1911



MDM Enrollment: Outlook

To receive corporate email on your

Android device, you must complete the

instructions below

1. The new Outlook App will be automatically installed on your
device.
2. Please be aware you need to be successfully enrolled in Stalogin

to use this app

Open Outlook App

© % N 5G./ 85%m3:00

BA@ 5 4
AQaeQ

Secure

Personal




MDM Enrollment: Outlook

1. Click on get started.

Outlook




Add Work Account

0 ztest{@labtekonline.com
Office 365 /__/

MDM Enrollment: Outlook

1. Your email will be listed on top
and then click add account in

the bottom.

“— ADD ACCOUNT >




MDM Enrollment: Outlook

1. Enter your email password.

€+ Connecting to Office 365 V2 Labtek

=P Login Name

ztest{@labtekonline.com Not you?

Passwaord

Continue

Forgot Password Help

_//




1.

il

MDM Enrollment: Outlook

You will get a prompt to
accept “log in” on your
Onelogin app (Stalogin). Click

“accept/allow”.
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€+> Connecting to SIP Office 365 V2

@ OnelLogin Protect App e:

We've sent a notification to your device to

approve this login.

o Protect 2:59 PM 8
Access to OnelLogin has
been requested
Alexander Hillwig @ stalogin

Enter code manually Medina, Ohio US
Accept Deny 8

Having trouble with push notifications?

Resend push notification

Powered by OnelLogin Terms
Privacy Policy




Outlook Notifications

1.

You will be prompted to
enable notifications, select
“TURN ON” if you would
like to receive notifications

with incoming emails.

Enable Notifications

Outlook uses notifications as a
way to make sure you are notified

about new emails.
TURN ON

NO THANKS




o Inbox
MDM Enroliment: Outlook

Filter

1. Email will start showing up, you are now
set up with corporate email using

Outlook App.

1. Please be aware it can take up to 60 minutes for email to show

up. If you receive a “Quarantine Message”, please be patient as

the system is still processing this request. This can take up to 24 Downloading your messages
h This may take a few moments, depending on
ours. the folder size and the network connection.

(1]
X
B

il
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MDM Enrollment

MaaS360 Work

1. The MAAS360 Enrollment app is
no longer necessary, remove if
you wish. This will be the
maas360 app WITHOUT the blue

briefcase. (In most devices this

MaaS360

will happen automatically, and

) ) Do you want to uninstall this app?
this step can be ignored)

More than likely this app will be

stored in the app drawer on the

“Personal” apps side and can be

deleted from there.

Phone Contacts Messages Internet

CANCEL

¢ ® s 6

ia) © B N 56./ 85%m3:00

Search

(=A (g
AeQQ

Look Here Fo 5e)

Personal Work

I 40
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MDM Enrollment

1. To access your
corporate email please
open the managed
Outlook app with blue

briefcase.




VDM Enroliment @Q

Adobe Calendar Chrome Contacts Dayforce

Acrobat
1. Please be aware that crove

all corporate apps will Q @% Q e Q

have a distinguishable Excel MaaS360 Maps My Files OneDrive

2QR2QQ

OneNote Outlook  Peo- Play  Power-

pleOne  Store  Point
ﬁﬁ lﬁ @
Protect Share-

Word
Point

blue briefcase.
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MDM Enrollment

1. To access SIP

® % N\ 56. 85%m3:00

StaCatalog for
additional apps to
install, please open
MaaS360 app with
blue briefcase and

then select StaCatalog.

Q &

Adobe Acrobat Reader: Edit... }
Play: Productivity

o Rating

CRM
WebApp: Business

Y % % %ok (1) INSTALLED

Dayforce
Play: Business

INSTALLED

Dayforce Learning
Play: Business

Empower®
Play: Finance

No Rating

Google Calendar
Play: Productivity

o Rating INSTALLED

Google Photos
Play: Photography

No Rating

“, MaaS360 MDM for Android
! Play: Business

No Rating INSTALLED

Microsoft Excel: Spreadshee...
Play: Productivity




MDM Enrollment

1. To access corporate

third-party apps

(SharePoint, word,
excel, etc...) please
open the managed

play store (play store

with orange briefcase)

‘\ = © % X 56. 85%m 3:00
Search :

QaeAE
QQAAAQ

Personal

ARRQA
)

Q  Searchapps.. & A

New And Updated

ﬂme

Dayforce soft Word:  Viva Engage
& Installed EdtD uments o, |nstalled
¥ Installed

Popular

Dayforc soft Word:  Viva Engage

¥ Installed EdtD CUmeNts g, |nstalled
¥ Installed
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