Android Device MDM Swap
Process

Last Updated: 3/10/2026



Welcome to Android Device Swap Process.

Please be aware there are many variations of Android devices and these instructions may
not display the exact screens of your specific device.

Your android device needs to be 10.0 or higher to be able to enroll.

We will Outline:

* Swapping your Onelogin Protect App from old to new device.

 Removing MaaS 360 before setting up new device.

If you encounter any issues, please stop and contact Support.




Onelogin Protect App Process

1. Download the Onelogin
Protect App on your new
device.

2. Once Downloaded, use a

different device (your old

device or a computer) and
open a web browser.

3. Login to stalogin.onelogin.com

*  Note: You may need your old device to

approve authentication into the site.

Onelogin Protect

What's new
Last updated Oct 15, 2020

- OnelLogin Protect now support native
backup/restore functions and no longer
requires a thi...
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Once logged in, go to the top
right corner where your name is

and choose “PROFILE”.
Once under “PROFILE”, go to
“SECURITY FACTORS”.
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need to remove this before step

7 as this will be for your old (
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Onelogin Protect App Process

A POP-Up widow will appear for @ Onelogin Protect App X

you to add d faCtor fOr the Onelogin Protect App ‘ Phone & Android ‘

O ne I_O gl N Protect Ap p . o Download and install OneLogin Protect

on your device

o Open OnelLogin Protect

Since you have the App installed

o Scan below QR Code

2 Download on the GETITON
@& App Store | PP Google Play

already, ClICk ”ACTIVATE”- e When the app is installed, come back to

this screen and click Activate

Next, make sure you have

iPhone & Android selected in the

Can't scan the code?

dropdown and use the App to
“ADD ACCOUNT” on your new

device to scan the QR Code.




Onelogin Protect App Process
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Removing MaaS 360
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1. Open the MaaS360 App on

your device.




Removing Maa$S 360

2. In MaaS360, Go to Settings @)

Settings

NOTE: This may be on a different
page under MaaS360. You may

need to swipe right or left to find

this icon.
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Removing Maa$S 360

In Settings, Click on the 3 dots
stacked in the top right
Corner.

From that drop-down choose

Remove MDM Control.

Compliance Status

Enforced Policies

My Device

Passcode

Launcher Settings

Downloads

Required Permissions

lfl Remove MDM Control |
|

MaaS360 Account

Compliance

Update Device Data
Enforced Pc

Send Logs
My Device

Corporate Support
Passcode WHaTS New

Launcher Se Legal Notices

Downloads

Required Permissions
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Removing Maa$S 360

Once you choose Remove
MDM Control, you will get a
prompt to confirm removal.
Click Yes.

As a result, you may see this
message from MaaS360 as
the profile is being removed.
You may also receive a
notification letting you know
your device has been

successfully un-enrolled
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Information

If you disable MaaS360 as the
Device Administrator, your IT
Administrator will no longer be
able to manage this device. Also,
you may no longer get access to
Corporate Resources. Are you sure
you want to proceed?

CANCEL

RS
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IBM MaaS360

MaaS360 de-registration in progress. It
may take up to 2 minutes or more for the

de-registration to complete.

SEND LOGS

Verizon

2:43 Wed, Nov 13

Device control

Android System

° Work profile deleted

@ @ B N 56. 90%m

e

9 *' QWO

Media output

Your work profile is no longer
available on this device

& Notification settings
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To enroll your new device please use the Android

Enrollment Guide or Guide Videos linked at

help.stateindustrial.com
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